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Revealed: new security measures
to increase cost burden on telcos
A new round of infrastructure security measures could soon be added to the cost burden facing Aus-
tralia's telcos, adding to the as-yet uncosted mandatory data retention scheme.

The federal government has been in secret
talks, first revealed by CommsDay, with
carriers since 2012 on the so-called Tele-
com Sector Security Reform framework but
is now looking to introduce the necessary
legislation in the early part of this year.

Details of the government's intentions
were dropped by Communications Alliance
CEO John Stanton at a Senate committee
hearing into a review of the Telecommuni-
cations (Interception and Access) Act. The
Senate Legal and Constitutional Affairs
Reference Committee, chaired by Greens communications spokesperson senator Scott Ludlam, was
questioning Stanton on the costs and other details of the proposed mandatory data retention
scheme. However, he told the senators that the TSSR measures – which have so far gone largely un-
der the radar – were yet another factor that the industry body had to consider when looking at data
retention costs.

“The other issue that is bearing upon our
thinking is that the government has signalled it
intends in the early part of this year to introduce
the TSSR legislation, the Telecom Sector Security
Reform, legislation. That's a scheme that we've
been in discussion with government about for sev-
eral years but it has cost implications also that bear
upon the implementation of a data retention
framework,” Stanton (right) told the senators.

“We expect it to provide guidelines that will
bear upon the level of security that needs to be
applied to infrastructure and the data within it,
which could drive costs up higher. It also is expected to contain some sort of cost impost on industry
to fund the provision of additional commonwealth officers whose job it will be to monitor the secu-
rity resilience of Australian infrastructure owned by service providers,” he said.

None of the senators pursued the issue of the TSSR framework further, but CommsDay has previ-
ously revealed details of the measures, which could potentially have far greater implications for telcos
than data retention. Included in the proposals are industry‐wide obligations on all carriers to protect
their infrastructure and the information held on it from unauthorised interference – as well as a pen-
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alty regime to encourage compliance. It may also require notification of infrastructure upgrades, mod-
ifications and procurement decisions.

The TSSR measures came out of a previous report from the Parliamentary Joint Committee on
Intelligence and Security back in 2012. The PJCIS, with different members, is now charged with con-
sidering the government's proposed mandatory data retention legislation. However, CommsDay un-
derstands that the Attorney-General's Department is at the same time actively pursuing the TSSR
measures.

According to an Attorney-General's Department discussion paper dealing with telecommunica-
tions sector security reform, the necessary regulatory changes could be achieved by making amend-
ments to the Telecommunications Act and other relevant legislation. The paper also noted that where
potential issues of concern are identified, the preferred approach would be to engage with the rele-
vant provider to establish whether national security concerns can be co‐operatively addressed.

However, it also suggests that one way to proportionately address various levels and forms of non‐
compliance could be to provide a graduated suite of enforcement measures, including the power of
direction and financial penalties.

“Directions could involve targeted mitigation or remediation of security risks, including modifica-
tions to infrastructure, audit, and ongoing monitoring, with costs to be borne by the relevant C/CSP.
Grounds for directing mitigation or alternative actions would ultimately be determined by security
agencies, based on an assessment of risk following their engagement with a C/CSP,” the discussion
paper explained.

It noted that engagement between government and the telecommunications industry about nation-
al security risks currently occurs on an informal basis, relying on co‐operation between security agen-
cies and carriers in cases where security agencies become aware of potential risks. However, according
to the government, there is a lack of awareness of national security risks in business decisions by
many service providers, resulting in the need for a more defined framework.

“Delaying action to make C/CSPs aware of managing national security risks will complicate long
term management decisions made on the design and procurement of major telecommunications in-
frastructure, with potential negative impacts on national security,” the AGD paper said.

The government suggested that it has “a responsibility to intervene in the market” to educate and
assist carriers to maintain a minimum level of security for the purpose of protecting the data on their
networks and, ultimately to ensure mechanisms are in place to support the integrity and security of
national telecommunications infrastructure.

Geoff Long

Data retention bill looks shaky
unless AGD gives ground
It appears increasingly unlikely that the federal government will be able to expedite the passage of pro-
posed data retention legislation unless the Attorney-General’s Department gives ground in making
certain key elements, such as cost, more transparent.

Questioning from Greens senator Scott Ludlam at a new public
hearing on the issue has only highlighted the extraordinary reluctance of
the AGD to share information on the cost of the regime with commit-
tees examining the bill, and with Parliament itself, before pushing for
debate on the instrument.

The cost of the regime that would be borne by the telco industry,
and likely passed on by taxpayers, has been a key area of contention.
Major ISPs have provided cost estimates to PricewaterhouseCoopers, but that firm will be reporting
directly to the AGD – which currently says it won’t be making the information available to the Parlia-
mentary Joint Committee on Intelligence and Security looking into the planned legislation, or to the
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joint government-industry group consulting it. However, while the Coalition may be pushing the bill,
it currently appears unlikely that the rest of Parliament will be ready to vote it through – with parlia-
mentary debates presumably planned for next month, given the AGD’s repeated urging to get the leg-
islation through quickly – without knowing how much the planned regime will cost.

Ludlam, quizzing the AGD on the issue while chairing a hearing of the Senate Legal and Constitu-
tional Affairs Reference Committee – at which attorney-general George Brandis remained noticeably
absent – summed up the issue succinctly. “Do you anticipate that either an estimate of the cost of this
proposal or the PwC documents themselves will be available to the Parliament before the Bill is debat-
ed?” he asked.

“As with all budgetary matters, it’s a matter for budget process, the government and the Cabinet,”
responded AGD national security and criminal justice group deputy secretary Katherine Jones.

“It’s a shame the minister’s not at the table... but it would be the first time in my experience that a
bill had been debated without the government being able to tell us how much the policy would cost,”
mused Ludlam.

CommsDay understands that certain elements of industry are increasingly concerned about the
AGD’s reluctance to be transparent on the costs associated with the scheme – not least for fear that
the government might be trying to manoeuvre into reducing the portion it will itself contribute. Such
anxieties have not been greatly soothed by subtle variations of nuance in the language, albeit subjec-
tive. For example, communications minister Malcolm Turnbull spoke last October of government
making a “substantial contribution to both the cost of implementation and the operation of this
scheme;” more recently, the AGD has spoken of “reasonable coverage of capital cost.”

Failing all else, the May budget papers could be expected to show at least that portion of costs that
the government intends to bear, both upfront capital expenditure and/or ongoing opex – although
those data could be expressed purely in raw figures without disclosing the proportion of overall costs
they represent, still keeping the total costs obfuscated.

It’s understood, however, that the PJCIS is still hopeful of getting access to the PWC cost data,
even if in confidence, with sufficient time to factor it into its final report on 27 February.
FURTHER ISSUES: Nor is the overall cost the only stumbling block currently before the legislation.
There are still outstanding concerns around, for example, how those costs might be apportioned
across the telco industry – in particular how much of an impost they could represent for smaller ISPs.

Indeed, the Australian Communications Consumer Action Network has just put out a call for gov-
ernment to bring in a sliding scale “to reimburse both smaller providers and larger providers equita-
bly for the capital and ongoing costs of the scheme,” as well as releasing the PWC cost report “at least
in redacted form.”

Another persistent issue is the dataset to be captured, and more particularly the mechanism by
which it would be linked to the legislation itself to minimise scope creep; Ludlam highlighted this
point in the hearing.

“Why [is] that definition not being put into the bill; why [is] it proposed to be put in regulation at
a later time?” he asked.

“The level of detail that’s included in the dataset is typically reserved for regulation... and includ-
ing the dataset in regulation provides that ability to update the regulations as is necessary in response
to changes in telecommunications technology,” came the response from the AGD.

“Do you recognise that that might be precisely what raises alarm bells – that the definition of obli-
gations that you lay on service providers and that, therefore, wash through the entire Australian popu-
lation can be changed without recourse to Parliament?” queried Ludlam.

“What we recognise is that it’s appropriate there be limitations to the extent to which dedicated
legislation can be used to define the scope of a primary obligation,” said AGD first assistant secretary
Anna Harmer, also highlighting a recommendation from the joint government-industry Implementa-
tion Working Group that any amending regulations be subject to commencement only following a
disallowance period.
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“Do you recognise that by going down this course of not including your definition of the material,
which is what everybody’s been wanting to know for quite a period of time, in the bill – if Parliament
doesn’t like an aspect of it, we have no choice but to disallow the whole lot, that it makes it a much
blunter instrument?” asked Ludlam.

“We recognise there are a variety of approaches to prescribing the data that is to be retained and
this is the approach that the government prefers.”

Ludlam also established that the bill would not cover over-the-top-services such as the Facebook
messenger app or Gmail – leading him to wonder whether it was an unintended consequence of the
bill that it could drive users away from Australian service providers.

Petroc Wilton

NBN Co still looking to offer
long-term satellite services on time
NBN Co remains optimistic that it will be able to offer services on its long-term satellite offering by its
mid-2016 deadline, despite a possible delay to the launch of the satellites themselves.

As reported by the Australian, the first custom-built NBN Co satellite was set for launch in June-
July with partner Arianespace; however, the latter has now advised that a co-passenger for that launch
has been delayed. As a result, Arianespace has assigned a new co-passenger with an anticipated launch
in October or November.

That would still put NBN Co’s first bird in the sky within its planned launch window of the back
half of calendar 2015. However, because NBN Co cannot launch its second satellite within three
months of the first, it might push the launch date for that second craft into 2016.

Neither outcome, though, would stop NBN Co switching on services before mid-2016; it’s roughly
5-6 months from launch to service commencement, and NBN Co does not need the second satellite
in orbit to start offering services from the first. Only if the first launch is further delayed – subject to
uncontrollable factors such as atmospheric conditions – might the service date slip.

But as NBN Co satellite program director Matt Dawson said in an email to staff, “all elements of
preparedness within the company's control, including the construction of 10 satellite ground stations
around the country, are on track and the team is geared up for launch in the second half of this year.”

CommsDay also understands that NBN Co, keep for an earlier launch date, is currently canvassing
a wide range of alternative options – even up to switching to a different launch partner, although that
would be a drastically significant undertaking.

There’s also the possibility that Arianespace, which could face compensation claims from NBN Co
in the event of further delays, might be able to negotiate changes to its launch queue to put the NBN
satellite into orbit before October-November. For the moment, NBN Co is still preparing for a June-
July launch in the event that timeframe is still achievable.

Petroc Wilton

Foxtel debuts first broadband home bundles
Foxtel has unveiled its long-awaited broadband bundles, which will be available from this week over
Telstra's ADSL infrastructure. The bundles will see pay-TV, broadband and home phone services
packaged together, with broadband access starting from $65 per month when added to a Foxtel TV
package.

Foxtel's move into the ‘triple-play' arena was first announced last year. In addition to using Tel-
stra's infrastructure, it has now added that it will make the bundles available over the NBN later this
year. It also announced a new broadband home network gateway, the Foxtel Hub, which will allow
users to access the services over home Wi-Fi.

As well as the entry-level $65 package, a $90 bundle will include broadband internet access and
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unlimited standard local and national calls along with Foxtel’s TV Entertainment Pack, featuring 43
channels. Other broadband bundles offer 100GB, 200GB and 500GB monthly data packages.

Foxtel TV customers receive no data download limits for Foxtel TV on Foxtel Go and Anytime
when connected to Foxtel Broadband, as do Presto and Foxtel Play customers when connected to
Foxtel Broadband.

Foxtel CEO Richard Freudenstein said the new bundles are the next step following its introduc-
tion of a major price cut, starting at $25, earlier this year for its Pay TV service. “Today, we take that
effort to the next level by providing our most compelling offer yet with our new Foxtel Broadband
and Home Phone bundles. Foxtel Broadband is specially designed with entertainment and video in
mind and maximises the value of a Foxtel subscription through flexibility, customisation of services
and a simplified customer experience,” he said.

Telstra, which owns 50% of Foxtel with News Ltd, is one of the carriers most vulnerable to losing
customers to the new broadband service. Analysts have also previously nominated Optus and iiNet as
potentially losing market share to the newcomer.

However, now that details of the bundles are out the response has been muted. Citi analyst Justin
Diddams described the triple-play bundles as “underwhelming”, suggesting there was no material dis-
counting of payTV packages or attractive broadband pricing.

“We see little disruption to the broadband market from these plans,” he said, adding that ISPs in-
cluding iiNet, TPG and M2 would be breathing a sigh of relief due to the conservative pricing from
Foxtel. He said the entry-level $65 package was cheaper than Telstra/Optus but more expensive that
iiNet/TPG Telecom based on the data/call inclusions.

“Foxtel’s approach to broadband pricing appears rather conservative. There’s no discounting on
payTV packages, no incentive to upsell into platinum payTV plans and the broadband offers are the
upper end of market pricing. We’d argue the absence of any discounting (on payTV) or seriously at-
tractive broadband pricing gives consumers little incentive to switch providers,” Diddams said.

Geoff Long

Kinetic IT subcontracts Metronode, HP
on back of A$164 million Vic Police win
Australian-owned enterprise ICT managed services provider Kinetic IT has scored a major services
contract with Victoria Police, taking on international incumbents to win the gig – and will subcon-
tract to firms including Metronode and HP to help deliver on the deal.

The five-year arrangement has three single-year extensions available; the initial contract value is
pegged at around A$164 million, and founder and CEO Terry North told CommsDay that the deal
could potentially range up to nearly double the value of the base services contract. The end-to-end IT
outsourcing services contract has a number of telco elements, including the management of LANs,
provision of network infrastructure and datacentre services; Kinetic will subcontract to HP and Met-
ronode, the datacentre arm of the Nextgen Group, amongst others.

The single-supplier deal will also see Kinetic bring on some 180 additional staff, boosting its cur-
rent 1,000-strong workforce by almost 20%. It replaces multiple arrangements with international gi-
ants IBM and Fujitsu.

“There hasn’t been another Australian organisation apart from ourselves that is competing, and
winning, at this scale,” said North. “Typically, contracts in Australia were only let to multinationals
when it came to this size.”

Kinetic is a completely Australian company but already works with a number of clients operating
internationally; according to North, the firm has sustained growth of around 25-30% year-on-year
since inception. Other major key clients include the Northern Territory government and the West
Australian police; North said that government and emergency services organisations made up around
60% of Kinetic’s business, with the rest in the enterprise.

Petroc Wilton
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Telstra cloud head adds CIO role
The head of Telstra's cloud business in Australia and globally, Erez Yarkoni, has been given an ex-
panded role with the additional responsibility of chief information officer. Yarkoni has been acting-
CIO for the past three months and will officially take on the full
CIO position immediately.

Commenting on the appointment, Telstra COO Kate McKenzie
said the move was in keeping with Telstra’s global aspirations. “I
am pleased to appoint a truly global and highly regarded IT execu-
tive. Erez will share his time between Sydney and the west coast of
the United States, which will provide a unique opportunity for him
to lead our team in Australia, while working even more closely with
Telstra’s global teams and partners,” she said.

“I regard this as a significant and positive step forward for Tel-
stra, particularly at this point in time as we’re becoming even more
reliant on our IT capabilities to shape Telstra’s future in this fast-changing environment,” McKenzie
added.

In October 2013, Yarkoni was appointed Telstra executive director of cloud, where he has overall
responsibility for cloud across Telstra, both domestically and globally. Prior to joining Telstra, he held
senior leadership positions for large global companies, including as division president at Amdocs and
CIO for T-Mobile USA.

Geoff Long

iiNet appoints retail veteran Howard CFO
iiNet has appointed retail and business integration specialist Michael Howard as its chief financial
officer, taking effect on 2 March.

Howard is currently CFO at the stationery supplies chain Officeworks, a Wes-
farmers Group subsidiary. Before that, he served in a range of senior financial
and business planning roles with the Coles Myer group and hardware chain Bun-
nings. His expertise covers specialities such as change management, business inte-
gration and transformation as well as management of large teams and strategic
planning.

iiNet CEO David Buckingham – who himself was CFO with the telco for a six
year stint until he stepped up to his current role in July last year – classed the ap-
pointment as a coup for the Pert-based firm.

“With over 20 years of experience in the competitive retail landscape, [Howard] brings the ideal
credentials to help [us] continue to grow by providing the best products and services for our custom-
ers,” he said.

Richard van der Draay

Optus includes international calls,
SMS on postpaid mobile plans
Optus has boosted its postpaid mobile plans to include international calls, SMS and MMS to a key
selection of 32 countries.

Starting immediately, postpaid customers taking out a 24 month My Plan Plus or existing custom-
ers changing their plan within the offer period ending on 31 May will receive unlimited standard in-
ternational texts and up to 300 minutes each month to make standard international calls.

The My Plan Plus options also include additional A$5 and A$10 international minutes packs for
the firm’s A$35 and A$50 postpaid plans. The plans feature voice inclusions to use for standard in-
ternational calls of 50 mins for the A$60 plan, 150 mins for the A$80 plan and 300 mins for the
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A$100 plan.
“[Our] new international inclusions are designed for expats who want to keep in touch with

friends and family in their home country without getting a massive bill,” said mobile marketing VP
Ben White. “In fact, around 620,000 Optus postpaid customers make an international call or send
an international text per month.”

The international call and text inclusions are available to 32 countries: Austria, Bangladesh, Cam-
bodia, Canada, Chile, China, Croatia, France, Germany, Greece, Hong Kong, Hungary, Indonesia,
India, Ireland, Italy, Japan, Malaysia, Netherlands, New Zealand, Pakistan, Philippines, Poland, Singa-
pore, South Africa, South Korea, Taiwan, Thailand, Turkey, UK, US, and Vietnam.

Richard van der Draay

ANZ CIOs see positive IT spending for 2015: Forrester
The move to cloud computing and adoption of mobile devices are expected to drive up IT spend by
businesses in Australia and New Zealand, according to a new survey by Forrester Research.

The researchers found that 43% of all respondents in ANZ businesses expect their tech budgets to
increase in 2015, versus just 26% who anticipate shrinkage.

“CIOs are stepping confidently into 2015 with the knowledge that the groundwork they have laid
over the past few years will help the business quickly embrace its digital future,” wrote Forrester prin-
cipal analyst Tim Sheedy.

Staff, including contractors, was deemed the biggest component to tech spend, with software and
telecom also highlighted as fastest growing spending targets.

“With the shift to cloud computing and the rise of mobile working, companies are taking steps to
ensure that they have the capacity needed to give employees the appropriate levels of service when
needed,” Forrester said.

Meanwhile, the respondents also highlighted increased spending on hardware in the coming year,
particularly for tablets, smartphones, and even PCs, the researchers added. “This is the first growth
for hardware budgets in a number of years.”

Another trend that has emerged from the survey results is the diversification of tech spending.
“The CIO is no longer the sole controller of technology spending at most firms – and must adapt

to a new reality in which their job is primarily to influence and guide spending,” Forrester said. “In
2014, 37% of business decision-makers saw the amount of money their BU spent on technology
(independent of the tech management department) increase. In 2015, 46% of business decision-
makers will increase tech spending.”

Tony Chan

Datacom teams with US-based Mulesoft
to deliver application integration services
New Zealand-headquartered cloud-based IT systems provider Datacom has teamed with Californian
enterprise application integration specialist Mulesoft to supply the latter’s unified integration plat-
form services in ANZ and APAC.

As a MuleSoft ANZ channel partner, Datacom will now be able to offer its customers in those ge-
ographies on-premise, cloud and hybrid application integration services. Datacom said MuleSoft’s
Anypoint Platform was the only unified integration platform designed specifically for software-as-a-
service, service-oriented architecture and application programming interfaces.

“Enterprise organisations of scale generally have deeply complex application landscapes,” said
Datacom software and integration director Vernon Kay. “Our partnership with MuleSoft will make
integrating applications faster and easier for businesses.”

The move comes hot on the heels of Datacom’s announcement last month of a tie-up with US-
based call centre communications provider Interactive Intelligence to deliver sales and support ser-
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vices to contact centres across ANZ.
Richard van der Draay

BT announces “large-scale pilots” for G.fast
BT CEO Gavin Patterson has announced that the operator will soon embark on major trials of next
generation copper broadband format G.fast, promising nationwide coverage of 500Mbps services.

“BT has been at the forefront of fibre innovation and investment, from which all communications
providers benefit. We aim to keep it that way,” he said as part of BT’s financial result announcement
for the quarter ended 31 December 2014. “So today we’re announcing large-scale pilots this summer
of ultrafast broadband with G.fast. We now think we can deploy this technology at scale which will
enable us to deliver ultrafast speeds of up to 500Mbps to most of the UK within a decade.”

The trials will take place with about 4000 homes in Huntingdon, Cambridgeshire and Gosforth,
Newcastle.

According to Patterson, BT’s fibre network now passes some 22 million premises, or roughly three-
quarters of all UK buildings, and now serves over 3.7 million homes and businesses – a take up rate
of 17%. BT’s Openreach fibre wholesale unit achieved a record 375,000 new fibre broadband con-
nections during the quarter.

One analyst estimated that to achieve nationwide G.fast, fibre will have to be rolled out to over
61,000 street cabinet locations, and then bridged further to distribution points without 100 metres of
resident users.
BTGS REVENUE DIPS: Meanwhile, BT Global Services, the international business of BT, reported
revenues of £1.7 billion – including a £43 million foreign exchange loss – for its third fiscal quarter
ended 31 December 2014, down 8% from £1.85 billion in the same quarte a year ago.

Despite reducing its operating costs by 8% to £1.43 billion, BT saw its operating profit dip 2%
year-on-year to £127 million for the three-month period.

BT cited a number of factors for the negative results, including an 18% decline in UK revenue, as
well as declines in the US and Canada, which were “partially offset by an increase in underlying reve-
nue excluding transit in the high growth regions and also in Europe.

BTGS’ customer wins for the quarter included a deal with the Welsh government to operate their
countrywide public sector broadband networking, an expansion of a contract with Royal Mail to pro-
vide 76,000 handheld devices to its UK delivery staff, and a contract renewal with Proctor & Gamble.
In the quarter, BTGS also launched a new data centre in Colombia to support the demand for cloud-
based services from Latin America.

Tony Chan

MACQUARIE TELECOM TOP TELCO POLITICAL DONOR
Macquarie Telecom was once again the top telco for political donations in 2013-14, according to the
financial disclosure returns just released by the Australian Electoral Commission. The carrier spread
around $120,000 in donations across the ALP, the Liberal National Party in Queensland and the
Greens in Western Australia. As in previous years, wildly different standards around reporting re-
quirements at both company and party levels make any meaningful comparisons from the numbers
virtually impossible. Other telcos to record political donations included Singtel Optus, which provid-
ed $27,500 to the ALP and a similar amount to the Liberals, and Vocus, which listed $44,000 to the
Liberals. One of the biggest donors in the current disclosures was media company Village Roadshow,
which gave more than $500,000 to both major parties.

VIRGIN MOBILE OFFERS 1GB BONUS DATA ON A$35 SIM PLAN
Starting immediately, Virgin Mobile will offer new customers a bonus 1GB of data each month on its
A$35 postpaid plan – doubling the standard total monthly data inclusion. Under the terms of the
offer, which ends on 4 March, customers signing up for the SIM plan will receive unlimited calls and
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Virgin to Virgin texts and unlimited standard national text to use in Australia as well as free
voicemail.

ZIPTEL HAILS RESULTS OF FIRST PHASE ZIPT APP ROLLOUT
Australian prepaid travel SIM card specialist ZipTel has reported a successful completion of the first
phase rollout of its ZipT app. ZipT is a mobile-based international communication app that enables
users to send SMS and make international calls for free app to app, or to landline or mobile phones
globally at low cost. The firm said that over a 36-hour period more than 60,000 calls and 6,500 out-
bound SMS were successfully conducted. ZipTel measured on-boarding functionality, call technology,
load capabilities and surveyed 9,000 new users regarding the app’s performance.

DOCOMO ENTERS FIXED BROADBAND MARKET
NTT DOCOMO announced it is entering the fixed broadband market with a one-stop shop bundle
of fibre, internet, and mobile. The new “docomo Hikari” product will give users a 1Gbps fibre broad-
band service. DOCOMO subscribers can take on a “Hikari Pack,” which offers discounts of up to
3,200 yen (US$27) per month. Commentators said the move represents DOCOMO’s attempt to
ward off increasing competition from KDDI and Softbank.

ON THIS DAY 10 YEARS AGO: FROM THE COMMSDAY 2004 ARCHIVES
The Australian Communications Authority was planning a series of public meetings to canvass pro-
posed new rules for the access of premium services on mobile phones, following the release of a dis-
cussion paper aimed at “promoting a sustainable and responsible market for premium ser-
vices”… visiting wireless security expert Nick von Dadelszen cautioned a New Zealand Computer So-
ciety audience on the dangers wireless networks posed for corporate and government endusers, warn-
ing that security options for the 802.11 wireless standard could easily be cracked by new down-
loadable hacking tools… a Nationals think-tank devised a plan to ensure the privatisation of Telstra
would not prevent local councils from demanding communication services from the government,
with one proposal being considered involving giving a right of veto to local rural councils if a privat-
ised Telstra failed to supply a service.
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Security creep is not just about data retention
Good on John Stanton of Communications Alliance for shedding some light on that other plan that
the Attorney-General’s Department has been hatching for about three years now: its plan to compel
carriers and carrier service providers to submit to poorly specified, open-ended “national security”
requirements. While data retention gets all the attention, network security has been the giant invisi-
ble elephant in the room.

On the surface, nobody objects to an updating of the security regime as it applies to telecommuni-
cations. Current arrangements date from a time when telecoms was the domain of one vertically inte-
grated supplier which dealt primarily in circuit-switched voice. The industry has now changed: a net-
work of data networks, fuelled by an eclectic array of technology inputs and connecting not just voices
to voices but machines to machines.

And there is no doubting that the impetus for this update was the ascent of Huawei as a major
equipment supplier. Huawei was lobbying hard for the right to become a key supplier to the National
Broadband Network and security types didn’t like it. In early 2012 the AGD and DBCDE circulated
a discussion paper around a discrete group of carrier executives, proposing a regime that would pro-
scribe government involvement in network procurement, deployment and configuration decisions,
backed by threats of penalties and even license cancellation for non-compliance. Specifically, the carri-
ers were told not to breathe a word of this, except—as is the habit in free, open societies– word did get
out and the push became public knowledge.

Three years on, what we do know seems excessively open-ended. A later discussion paper suggested
that, under a new regime, carriers and carrier service providers be “an industry-wide obligation on all
C/CSPs to protect their infrastructure and the information held on it or passing across it from unau-
thorised interference to support the confidentiality, integrity and availability of Australia’s national
telecommunications infrastructure.”

Of course, most carriers treat this aspiration very seriously already. But the wording is extremely
nebulous. Would carriers be made legally or financially responsible for a distributed denial of service
attack on Australian websites? For espionage attempts on Australian networks made by foreign opera-
tives using hitherto unseen or little-understood techniques? For legacy equipment installed in Austral-
ian networks on the good-faith understanding that it passed what, at the time, constituted acceptable
but evolving national security standards?

And what are the costs of this initiative? The current government, rightly, has insisted on a cost-
benefit rule to be run over major infrastructure projects and regulatory impositions. The AGD’s re-
luctance to reveal cost research on data retention to a parliamentary committee suggests cause for con-
cern. To my mind, the almost complete absence of attention—bar Stanton’s contribution to the hear-
ing yesterday—on network security compliance costs is even more of a concern.

When the US effectively prohibited Huawei from supplying major networks there, at least there
was semblance of public investigatory process invoked to reach a decision. There the US House Intel-
ligence Committee in 2011 launched a public investigation for a year that gave Huawei and ZTE—the
targeted companies—the chance to testify in their own defence. In Australia, the Huawei decision was
made without any opportunity for the accused to formally testify on its own behalf.

The proposed new regime would see the Australian government enter into an “partnership” with
all manner of carriers, even including MVNOs, where classified national security information would
be shared with the expectation and obligation that this would lead to mitigation and compliance ac-
tions. No word on the cost of this and no word on the liability assumed by carriers should their net-
works be compromised in spite of acting in good faith on information, however misplaced, shared
with them. No word on the opportunity cost of actions taken in the name of bad information.

More worryingly, I’ve heard it said that the AGD does not see the telco industry as part of its
“constituency” even as it seeks “security partnerships.” Perhaps it ought to change its tune.

LYNCH ON TUESDAY


